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Introduction

Working at Global backbone operator & datacenter provider - 
Hurricane Electric and based in Haryana, India. Spend lot of 
time in looking at BGP routing tables, traceroutes across the 
ocean, interesting patterns & tooling around those patterns. 

Besides routing I got lot of interest in DNS, root DNS servers, 
network automation & virtualization. 

Also a dad since Sept 2021! ;-) 
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Starts with tweet from my friend Awal
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Thoughts after looking at the tweet...

● Is Awal correct? 

● How can I cross validate his claim? 

● India has highest number of ASNs & IP prefixes in South Asia. Can that 
impact these results? 

● If true and nothing done more of this will show up! 



Anurag Bhatia - Hurricane Electric - RPKI ROA Updates - BDNOG 14 - Cox Bazar, Bangladesh

Thoughts after looking at the tweet...

● Is Awal correct? <- Unfortunately he was correct 

● How can I cross validate his claim? <- I actually did, more on this soon...

● India has highest number of ASNs & IP prefixes in South Asia. Can that impact 
these results? <- That can reflect in absolute numbers but not in relative 
percentage numbers 

● If true and nothing done more of this will show up! <- No, and here I am to talk 
about it! :-) 
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Validating the claim that India was lacking 
behind...
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How to do RPKI validation of a country?
 Find all prefixes originated by that country with origin ASNs and run 

them against a validator. Simple right? 
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Challenges with RPKI validation at country level 

1. How do you map prefixes to a given country? What should be the starting 
point? 

2. Running check sequentially against a RPKI validator is slow. When done for 
thousands of prefixes it’s actually very slow. 

3. How to store the output and track it over time? 
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Challenges Solutions with RPKI validation at country level 

1. How do you map prefixes to a given country? What should be the starting 
point? <- Instead of prefixes, start with ASN from RIR delegation file. And do 
ASN -> Prefix mapping

2. Running check sequentially against a RPKI validator is slow. When done for 
thousands of prefixes it’s actually very slow. <- Used rpki api binary from 
Louis Poinsignon (Cloudflare) - https://github.com/lspgn/rpki-api

3. How to store the output and track it over time? <- Store data in a MySQL 
database & analyse output using Grafana 
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More details on RPKI validator lookup

● RIPE RIS is used for raw data to map ASNs to prefixes. 

● Data is formatted in csv & queries in a GraphQL format to RPKI API. 

● Can scan entire global routing table in 3-4mins! (IN table takes a few seconds)

● Lookup is triggered using Gitlab CI/CD pipeline. Gives cron like capability but with 
notification & more. 

● Fair amount of code was re-used which I put internally @work to keep an eye on our own 
routing table as we were deploying RPKI validation across Hurricane Electric’s AS6939 
backbone. 

● Everything is containerized with Docker 
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If it takes a few seconds on IN, why not scan 
entire South Asia? 
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Presenting rpki.anuragbhatia.com !!!
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Lookup container Dockerfile
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Gitlab CI/CD pipeline
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Pipeline execution
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Pipeline execution
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Asian stats from July 2020

Warning: two years old data! 
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Asian stats now!
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Growth of RPKI Valids in Asia
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Bangladesh RPKI signed growth - absolute signed prefixes
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Bangladesh RPKI signed growth - % signed prefixes
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Indian RPKI invalids 
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Bangladesh RPKI ROA public data

Public data specific to Bangladesh - https://bit.ly/3AcJ0zn

https://bit.ly/3AcJ0zn
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Bangladesh RPKI Invalids...

Full list here - https://bit.ly/3uebAMS

https://bit.ly/3uebAMS
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Some more details about Grafana

● Used it as frontend for this data. Essentially supports showing data in any 
form like graphs, table, time data etc. 

● Supports different set of data sources including InfluxDB, MySQL, and lot 
more. 

● Open source and free to use in self hosted format. Besides RPKI tool, also 
used it on RIPE Atlas data export. 

● Supports authentication to give restricted access as well as making data 
available out in public without any authentication. 
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Questions/Feedback/Suggestions? 

Anurag Bhatia
anurag@he.net 

he.net


